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Introduction
This book includes the original, peer-reviewed research papers from the 2nd
International Conference on Electrical Systems, Technology and Information
(ICESTI 2015), held during 9–12 September 2015, at Patra Jasa Resort & Villas
Bali, Indonesia.
The primary objective of this book is to provide references for dissemination and
discussion of the topics that have been presented in the conference. This volume is
unique in that it includes work related to Electrical Engineering, Technology and
Information towards their sustainable development. Engineers, researchers as well
as lecturers from universities and professionals in industry and government will
gain valuable insights into interdisciplinary solutions in the ﬁeld of Electrical
Systems, Technology and Information, and its applications.
The topics of ICESTI 2015 provide a forum for accessing the most up-to-date
and authoritative knowledge and the best practices in the ﬁeld of Electrical
Engineering, Technology and Information towards their sustainable development.
The editors selected high quality papers from the conference that passed through a
minimum of three reviewers, with an acceptance rate of 50.6 %.
In the conference there were three invited papers from keynote speakers, whose
papers are also included in this book, entitled: “Computational Intelligence based
Regulation of the DC bus in the On-Grid Photovoltaic System”, “Virtual
Prototyping of a Compliant Spindle for Robotic Deburring” and “A Concept of
Multi Rough Sets Deﬁned on Multi-Contextual Information Systems”.
The conference also classiﬁed the technology innovation topics into ﬁve parts:
“Technology Innovation in Robotics, Image Recognition and Computational
Intelligence Applications”, “Technology Innovation in Electrical Engineering,
Electric Vehicle and Energy Management”, “Technology Innovation in Electronic,
Manufacturing, Instrumentation and Material Engineering”, “Technology
Innovation in Internet of Things and Its Applications” and “Technology Innovation
in Information, Modeling and Mobile Applications”.
In addition, we are really thankful for the contributions and for the valuable time
spent in the review process by our Advisory Boards, Committee Members and
Reviewers. Also, we appreciate our collaboration partners (Petra Christian
xiii
University, Surabaya; Gunadarma University, Jakarta; UBAYA, Surabaya,
University of Ciputra, Surabaya, Institute of National Technology, Malang and
LNEE Springer, Germany), our supporting institution (Oulu University, Finland,
Widya Mandala Catholic University, Surabaya and Dongseo University, Korea)
and our sponsors (Continuing Education Centre, Petra Christian University,
Surabaya and Patrajasa Resort Hotel, Bali).
On behalf of the editors Felix Pasila
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Chapter 63
Query Rewriting and Corpus of Semantic
Similarity as Encryption Method
for Documents in Indonesian Language
Detty Purnamasari, Rini Arianty, Diana Tri Susetianingtias
and Reni Diah Kusumawati
Abstract Encryption and decryption can be used to the security of data or
important documents. Many methods have been developed to perform encryption
and decryption. In this article, the research is conducted to develop a corpus of
semantic similarity in Indonesian, and query rewriting technique that is used as one
method of encryption and decryption. Corpus of semantic similarity is used to ﬁnd a
new query that will form a new document encryption, and the technique that is
developed in this study is to secure documents in Indonesian. Encrypted document
is using query rewriting techniques and corpus of semantic similarity, it will be a
document with a good sentence structure, so it looks like the original document and
is not expected to attract the attention of hackers. The categorization of documents
was also performed on the stage of the encryption.
Keywords Corpus  Document  Encription  Security  Semantic similarity 
Query rewriting
63.1 Introduction
Delivery of data or documents in text form is becoming increasingly easy without
knowing the distance and time, since technology and science have been developing.
E-mail was one of example from the technology that give the easy way to send an
important document.
Advances in technology of internet is accompanied also by the crimes com-
mitted by this technology, as it is known among them is the term hacker. Hacker is
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someone who goes into a computer system without permission and usually over a
network/internet to commit crimes such as identity theft, and theft of intellectual
property [1].
One way that can be used to secure the data/documents from hackers is to
encrypt a document. Encryption is the process of securing the information to make
that information cannot be read without the aid of special knowledge, while
Decryption is the reverse of encryption is the process of converting encrypted data
that has been returned to the original data, so it can be read or understood back.
Two keys are used, namely: the public key used for encryption and private key used
for decryption [4].
A study on the security of ﬁle transmissions using the RSA algorithm has been
modiﬁed with a public key of an asymmetric method [5]. Text watermarking which
combines images and text to encrypt documents can also be done to maintain the
security of data as it is done by Jaseena et al. [6].
In this article the query rewriting techniques are developed by using a corpus of
semantic similarity in Indonesian language. This technique is used as a method of
encryption and decryption of the document in Indonesian language.
Query rewriting is the stage of the information search process in which the initial
query statement users enhanced by adding the term [9].
Query rewriting is used as a technique to perform encryption and decryption
assisted with the corpus of semantic similarity in Indonesian language, and in this
article also described the steps being taken to build the corpus.
Semantics Similarity is a method to perform a search equivalence meaning of
concepts/words. Semantics Similarity provides rules for interpreting the syntax that
does not give meaning directly but limits the possible interpretations of what is
stated [3].
Encryption method using query rewriting technique provides results in the form
of encrypted document was still good, so it is not known that in fact the document
has been encrypted.
63.2 Research Methods
63.2.1 Stage for Developing of Corpus Semantic Similarity
Corpus is a collection of words that arranged systematically. Research on the corpus
by using semantic similarity ever undertaken, and this corpus in English [7].
In this research, the corpus of semantic similarity is the corpus that contain the
words in Indonesian and contain the value of its semantic similarity. Measurement
of semantic similarity between two words is done by using the method of Jiang and
Conrath, since the calculation of semantic similarity with Jiang and Conrath
(JNC) showed the best results [2, 10].
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Figure 63.1 is general stages to develop of the corpus of semantic similarity in
Indonesian.
General stages to develop of the corpus in this research as shown in Fig. 63.1
are:
1. Collection of words in Indonesian by using Indonesian thesaurus dictionary
ofﬁcial printed by Eko Endarmoko and published 2006 by Gramedia Pustaka
Utama (GPU). In this step, it is grouped based on similar meaning words.
2. Based on the words collected in step 1, then the value of semantic similarity is
looked for using the method of Jiang and Conrath.
3. Input the words and the value of semantic similarity to the corpus.
The corpus be equipped with the value of semantic similarity, because this value
will be used at the time of the query rewriting to perform encryption and decryption
of the document in Indonesian language.
63.2.2 Query Rewriting as Encryption Method
Query rewriting in this article for the encryption method is as follows:
1. Reading of the text/document.
2. Determinate category for theme/content of the document based on the number of
words contained in the document.
3. Separate the sentence in paragraph.
4. Separate the sentence structure.
5. Create a public key by look from the category that has been done in step 2 and
look at the value of semantic similarity in the corpus.
Fig. 63.1 Stages to
developing of corpus
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6. Rewrite a new query into a new document which is the result of encryption. This
document already contains a new query based on a formula obtained in step 6.
7. Create a private key to restore the encrypted document into the original
document.
Document does not only contain one sentence, but more than one sentence.
Therefore, step 2 takes categorization for theme/content of the document. This is
done, in order to document the results of encryption consists of sentences that
compose a new document that is encrypted to keep in touch between sentences.
Categorization in step 2 of this research was created by counting the number of
words that appear in most documents.
Separation sentence in step 3 is conducted by the following method [8]:
1. Position to read the document starts from the beginning of the document
character.
2. If punctuation characters beside the point (“.”) is found, then the character will
be deleted, and if reading documents ﬁnd the character dot (“.”) or a question
mark (?) Or an exclamation mark (!), then separate sentences of position initial
reading of the document until the character point/question mark/exclamation
points are found and saved to a temporary database.
3. After separating the sentence, then move the starting position and read docu-
ments on the initial character of the next sentence.
4. Back to step (2) and step (3) and continue this separation sentence, until the end
of the document or until characters in the document are no longer found.
Separation of sentence structure in step 4 of this research is done by determining
word as the subject, predicate, object, preposition, and adverb.
Text documents is a series of paragraphs that consists of many sentences. The
sentence itself is a series of words that can express their ideas, thoughts, or feelings.
The sentence is the smallest unit of language that expresses a complete thought,
either by writing or verbally. In the sentence should have at least the ‘Subjek/S’
(subject) and a ‘pedikat/P’ (predicate). If it does not have a subject and a predicate,
it is not called the sentence but called phrases. Elements of sentences in Indonesian
is the ‘Subjek/S’ (subject), ‘Predikat/P’ (predicate), ‘Objek/O’ (Object), and
‘Keterangan/K’ (adverb) [8].
Elements of the sentence has been known, so that the preprocessing created
database containing (i) prepositions, (ii) subject, (iii) object, and (iv) adverb, and
(v) predicate
A public key to change the original document into a document that has been
encrypted by looking at the categories, and refers to the value of semantic similarity
in Indonesian corpus.
A public key can be created by the user to determine the value of semantic
similarity that will be used based on the desired level of closeness meaning. Once
the desired value has been determined, then the query rewriting as a result of the
encryption is done.
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Documents that have been encrypted can be returned into the original document
(the decryption process) by creating the complement from a public key.
63.3 Results and Disscussion
63.3.1 Corpus of Semantic Similarity
Creating corpus of semantic similarity is done by studying the Indonesian language
syntax and semantics in Indonesian. The value of semantic similarity is done with
reference to the thesaurus dictionary that has been ofﬁcially published, and based on
the dictionary.
For the examples of words that will be included in corpus is the word ‘politik’
(politics). Based on the thesaurus dictionary, the word ‘politik’ (politics) have the
same meaning with three words, namely:
1. Word ‘Garis haluan’ (outline)
2. Word ‘Kebijakan’ (wisdom)
3. Word ‘Strategi’ (strategy)
Then calculating the value of semantic similarity by using the method of Jiang &
Congrath and WordNet similarity [11], which is conducted between 2 words found
in the dictionary thesaurus (presented in Table 63.1).
After the value of semantic similarity is found, then the words and the value is
stored into the corpus.
The categories in step 2 is used in the encryption methods to produce a docu-
ment that contains the encryption result interconnected constituent sentences.
The categories are also set in advance as preprocessing of this research.
Documents can be categorized for example:
1. categorized ‘politik’ (politics)
2. categorized ‘teknologi informasi’ (information technology)
3. categorized ‘ekonomi’ (economics)
Table 63.1 Example for the
value of word semantic
similarity
No Word 1 Word 2 Value
1 ‘Politik’
(politics)
‘GarisHaluan’
(outline)
0.066
2 ‘Politik’
(politics)
‘Kebijakan’ (wisdom) 0.077
3 ‘Politik’
(politics)
‘Strategi’ (strategy) 0.087
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63.3.2 Encryption and Decryption
In the encryption process, paragraphs of a document is separated between the
sentence. The following is an example of a sentence in Indonesian:
Alat untuk e-counting dapat disimpan di kantor desa.
(Tools for e-counting can be stored in the village ofﬁce)
The example above is a sentence that will be separated by the word, and 8 words
are found. Each word will be checked into a database that has been prepared in
preprocessing to determine its position in the sentence structure, whether as a
subject, predicate, object, adverb, preposition. The words are:
(1) “Alat” (tools) as a ‘subjek’ (subject), (2) “Untuk” (for) as a ‘kata depan’
(preposition), (3) “E-counting” as a ‘keterangan’ (adverb), (4) “Dapat” (can be) as a
‘keterangan’ (adverb), (5) “Disimpan” (stored) as a ‘predikat’ (predicate), (6) “Di”
(in) as a ‘kata depan’ (preposition), (7) “Kantor” (ofﬁce) as a ‘keterangan’ (adverb),
(8) “Desa” (village) as a ‘keterangan’ (adverb).
Once it is separated by the structure of the sentence, look for a new query from
the word of the original document by using a corpus of semantic similarity. Steps to
ﬁnd a new query that will be used to prepare encrypted documents are as follows:
1. Deﬁne categories of documents as a result of encrypted document.
2. Determine the value of semantic similarity by user to be encrypted document.
3. The new query is obtained by the value of the semantic similarity.
4. New Query will be rewriting into a new sentence in accordance with the order of
appearance of the word in a sentence.
Encrypted documents will be back to an original document (the decryption
process) by reversing (create complement) of semantic similarity values from the
public key.
63.4 Conclusions
Developing the corpus of semantic similarity in Indonesian is done by looking at
the Indonesian thesaurus dictionary that has been published ofﬁcially and the value
of semantic similarity obtained using the method of Jiang and Conrath.
Query rewriting is a technique that used to create a new document from the new
query by using a corpus of semantic similarity. Methods of encryption and
decryption by using this technique remains to form a document into a series of
words/phrases to be a good structure.
Further research can be done by designing a method to enrich the corpus of
semantic similarity, and developing methods to separate Indonesian complex sen-
tence structure. Implementation of the query rewriting techniques as the method of
encryption and decryption is also can be done to continue this research.
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